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Digital Citizenship Lesson Plans –Junior
Dear Educator,

In the Spring of 2015, the Greater Essex County District School Board embarked on a Digital
Learning Journey which included half day learning around digital citizenship and responsibility in
every single classroom, with every single student. Each lesson focused on 21st century topics and
began a conversation that shared the rules, expectations, and consequences of engaging in the
digital word.
The following was kept in mind for all lessons. When using technology, students are expected to:
17.1. Represent and conduct themselves in accordance with school codes of conduct and
expectations.
17.2. Use a polite and respectful tone in all communications and not use speech or expression
which is profane, disrespectful, slanderous, racist, sexist, libelous, insulting, threatening, hateful,
discriminatory, harassing or bullying.
17.3. Immediately inform their teacher or school Principal or Vice Principal if they mistakenly
access inappropriate Digital Content while at school.
17.4. Never agree to meet with a contact they have only met through using technology, unless as
part of their educational program e.g. co-op and under the supervision of their teacher.
17.5. Never identify their age, telephone number, home address or other personal information in
User Profiles or communications or content using Digital Services.
The lesson plans have been shared with you so that you can begin or continue to encourage digital
citizens in your classroom. The plans were created in a collaborative environment by the digital
learning team.
Digital Learning Team Facilitators:
Kelly Moore Bruno Pallotto
Digital Learning Team Elementary Educators:
Daniela Amato
Joshua Cadieux
Kaleigh Clark
Heather Douglas
Alyssa Elliot
Stefanie Helbich
Amanda Laforet
Jessica Mele
Katie Omstead
Stuart Smith
Meghan Woodruff

Jenna Cowell
Kimberly Kerr
Sarah Pelaccia-Reaume

All the best as you incorporate technology and digital citizenship into your classroom!

The Greater Essex County District School Board Digital Learning Team
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Digital Citizenship Lesson Plans –Junior
Lesson One: Digital Footprint
Lesson Focus: This lesson
introduces students to the concept
of a digital footprint. All of the bits
of information created by and left
by you are called your digital
footprint.
Key Vocabulary:
• Digital footprint
• Digital responsibility
• Digital citizenship

Learning Goals
I am learning what a “digital footprint” is and how I can
create my own positive digital footprint.
Curriculum Links
Media Literacy - Overall Expectation
3. Create a variety of media texts for different purposes and
audiences, using appropriate forms, conventions, and
techniques.
Success Criteria
I can define “digital footprint.”
I can consider the types of information that make up one’s
digital footprint, the audiences that may see it, and the
people beyond oneself who may help shape it.
I can articulate how and why it is important why it is
important to ensure why I have a positive digital footprint.

Materials Required:
• Computer
• Projector
• Access to the internet for:
http://www.youtube.com/watch?v=4P_gj3oRn8sooo&sns=em
http://www.commonsensemedia.org/videos/privacy-video-vignette-evas-story-6th
• Blank paper
• Colour pencils/markers
Beginning:
Option 1 (If 50-minute period): Take a piece of paper with no creases. Ask the class the question:
What have you done online in the last week? (Ex. websites that you visited, social media that you
signed into, chatting with friends, gaming conversations, Youtube comments, etc.) For each answer
shared, fold the paper until it is a small size (similar to the bullying example). Then unfold and show
the students the creases left behind that can never be removed, just like their digital footprint.
Option 2 (If longer than 50-minute period): Graffiti stations. Split students into small groups and
have them answer the question: What have you done online in the last week? Give five minutes for
each group to add information. Then ask each to share 5 points. Facilitate discussion about how all
of these additions are part of their digital footprint.
Middle:
Show Video: What Footprint Are You Leaving
Online? http://www.youtube.com/watch?v=4P_gj3oRn8s&sns=em
(Note: if you don't have access to technology/Internet/projector, the video can be skipped. It is just
bonus material.)
Facilitate discussion (whole class or small group discussion). Prompts: How can you create a
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positive digital footprint? Ex. keep passwords private, spread positive messages, report
inappropriate content, don’t tell any personal information about yourself, etc.
Distribute blank paper and have students trace their foot. Title: My Positive Digital Footprint.
Challenge students to fill the footprint with words, pictures, lyrics, hashtags of ways that they can
build a positive digital footprint. Use materials available (pencils, pencil crayons, crayons, markers,
etc.).
Conclusion:
Your digital footprint is changing every time you go online. There are many people that view and
contribute to your digital footprint. As well, you view and contribute to many other people’s digital
footprints. Think about others while online. As we did today, try to put yourself in that person’s
shoes, be careful of interpreting things, and respect his/her digital footprint.
Suggestions for Extensions:
If students finish, have them complete this statement in their journal/writing book.
•
It’s our world wide web, to contribute in a positive way I can...
•
Bullying requires an audience, don’t be that audience...
•
Don’t be mean behind the screen...
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Lesson Two: Digital Footprints
Lesson Focus: This lesson
introduces students to the concept
of online privacy. Students will
learn strategies about what
information to keep private online,
the potential risks of sharing
private information and how to
link the online world to face-toface realities.
Key Vocabulary:
• Password
• Online privacy
• Profile
• Anonymous

Learning Goal
I am learning how to maintain online privacy, and what
information can or should be safely shared online.
Curriculum Links
Media Literacy - Overall Expectation
3. Create a variety of media texts for different purposes and
audiences, using appropriate forms, conventions, and
techniques.
Success Criteria
I can define “digital footprint.”
I can consider the types of information that make up one’s
digital footprint, the audiences that may see it, and the
people beyond oneself who may help shape it.
I can articulate how and why it is important why it is
important to ensure why I have a positive digital footprint.

Materials Required:
• Computer
• Projector
• Access to the internet
• Chart paper/blackboard/whiteboard
Beginning
Have students form a circle. Ask them use an adult voice to share one safety tip that they’ve heard
over and over. Teacher gives example: "Don’t run with scissors!" Once there are some examples
shared, prompt a discussion around online safety. If online safety wasn’t brought up: What about
online safety? Why wasn’t it brought up? Do you have online safety rules at school? At home?
Encourage students to make connections between face to face safety and online safety. (Note:
Students can do this from their desks if there is no room for a circle)
Middle
Show Video: http://www.onguardonline.gov/media/video-0003-protection-connection
(Note: If you do not have access to technology or Internet access have a discussion about online
safety, refer to pictures section)
Ask students to brainstorm ideas to teach to their peers about online safety (choose a grade from
kindergarten to grade 6).
What are the key things that should be kept private online?
•
First name, last name
•
Age
•
Street address
•
Email address
•
Phone number
•
Family member names
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•
Passwords
•
Name of school
Split students into small groups and give them 10 minutes to prepare and practice a 1-minute
commercial. Have students present and record if permission is given.
Conclusion
Online safety isn't any different than face-to-face safety.
Suggestions for Extensions
If students finish, have them create a list of online safety rules.
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Lesson Three: Digital Responsibility
Lesson Focus: This lesson
challenges students to take
responsibility for their actions
online, to practice positive
netiquette (online ethics) and how
to report when others are not
practicing digital responsibility.
Key Vocabulary:
• Digital responsibility
• Netiquette – the
polite/acceptable way of
communicating online
• Ethical behaviour – making
the right choices; being
honest, honourable and
thinking about how your
actions impact someone or
something
• Digital compass

Learning Goals
I am learning how my behaviour online should be the
same as my behaviour face-to-face.
Curriculum Links
Language – Oral Communication Overall Expectation
1. Listen in order to understand and respond
appropriately in a variety of situations for a variety of
purposes.
2. Use speaking skills and strategies appropriately to
communicate with different audiences for a variety of
purposes.
Success Criteria
I will think about my face-to-face behaviour when
determining what is appropriate for online. Imagine
Grandma or our role model sitting behind us when we’re
online. Would we be comfortable with what we do
online in front of this person?

Materials Required:
• Materials and Resources
• Computer (if available)
• Projector (if available).
• Access to the internet to project: Image of Digital Compass for the 21st Century to project
(last page of lesson plan)
• Six papers with titles written clearly on each
1) Right
2) Wrong
3) It depends on the situation
4) As long as I don’t get caught
5) It’s an individual choice, so what’s the big deal?
6) I don’t know if it’s right or wron
Beginning:
Have all students stand. Tell one student a sentence. Have them tell another person (whispering).
That person can tell two people, then next can tell three and so on. After a student has shared the
message, they sit back in their seat. Once everyone is sitting, ask a different student to share the
message. Ask: how can this be connected to something that you know that has happened online?
(Think-Pair-Share). You can also play a game of telephone (stand in a circle and one person
whispers the first message and then they whisper it to the next etc. until the last person. That
person says it out loud. Discuss how quickly it spreads and how we have no control over the
message.
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Middle:
Project the image of Digital Compass for the 21st Century.

Tape following papers in six places in the classroom to match the compass:
1) Right
2) Wrong
3) It depends on the situation
4) As long as I don’t get caught
5) It’s an individual choice, so what’s the big deal?
6) I don’t know if it’s right or wrong
Explain to students that you will share a statement and you expect them to think about it, then
quietly move to the area (similar to four corner debate). Remind them to make their own decisions
(not be influence by others’ decisions). When they arrive, they can discuss their opinion and choose
one spokesperson to share with the rest of the class. Have each group share and facilitate
discussion. Try to connect each to real-life scenarios when sharing.
Statements (choose appropriate for grade level).
• I took a picture of a classmate with the school iPad.
• I posted that I’m going on vacation all week to my Facebook profile.
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•
•
•
•
•
•
•
•

I gave my email password to my best friend.
I got in a fight with my friend so I created the hash tag #Ihate_________
I shared a meme about a student at my school.
I used my friend’s login at school because I forgot mine.
I talk to people that I’ve never met on a video game.
I filled out an online form to get a free game. I used my first name, last name and email.
I created video with my friend and posted it on YouTube.
"My parents are going to kill me!"

Conclusion:
How we act online shouldn’t be any different than how we act face-to-face.
Suggestions for Extensions:
If students finish, create their own statements and ask their partner where it falls on the compass.
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Music Lesson: Create a Rap
Lesson Focus: This lesson is a
follow-up to core lessons for
Digital Technology and allows
students to showcase what
they've learned through music.

Curriculum Links
Music C1
Apply the creative process to create and perform music
for a variety of purposes. Ex) Using the elements and
techniques of music.

Key Vocabulary:
• Digital responsibility
• Netiquette – the
polite/acceptable way of
communicating online
• Digital compass
• Digital Footprint
• Cyberbullying
Materials Required (dependent on grade level):
• Student materials (paper, pens)
• Optional: instruments, karaoke background music (YouTube)
Beginning:
Have a discussion with students about what they can recall from their core lessons on Digital
Citizenship as a review. If possible show a sample rap that shares a message about online safety and
digital citizenship.
Ex) Cyber Space Rap: STOP, THINK, CONNECT www.youtube.com/watch?v=47vtDPcU14o
Middle:
This is a student-centred lesson. Students will form groups (teacher-directed or student-created) or
pairs and create a song, chant, or rap on how to be safe and/or responsible while using the internet.
The chant or song should be a pre-determined length.
Conclusion:
Students will then perform their songs/chants for their class.
Optional: Teacher can tell students that they are performing these for a target group: younger
audience OR parents. What message do they want to portray?
Suggestions for Extensions:
Students can be recorded and can be shown to younger classes. Students can perform to other
classes.
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Physical Education Lesson: Digital Citizenship
Lesson Focus: This lesson
challenges students to utilize
vocabulary and key ideas related
to digital citizenship while being
active.
Key Vocabulary:
• Privacy
• Security
• Safety
• Supervision
• Digital responsibility

Learning Goal
I am learning about digital responsibility, citizenship and
my digital footprint.
Curriculum Links
Active Living A3 - Overall Expectation
Demonstrate responsibility for their own safety and the
safety of others as they participate in physical activities.

Materials Required (dependent on grade level):
• Dodgeballs
Warm-Up:
Facebook Freeze Tag
• You are frozen when someone tags you in a photo
• To get unfrozen someone has to like you with a 'thumbs up' fist bump
Stretching:
Student led in a circle
Activity:
Digital Dash
• 4 Corners Game
• One student who is 'it' stands in the middle of the gym
• The teacher gets help naming the 4 corners - Ex)password protection, digital footprint, cyber
bully, digital citizenship, online safety
• The student who is 'it' closes his/her eyes and counts to 20
• The remaining students quickly move to a corner (quietly) - have to be there by 20
• The student then calls out a corner without looking (anyone in that corner is eliminated)
• Whoever is in that corner is eliminated and moves to the soup in the centre of the gym
• Continue until only one student is left standing
Suggestions for Extensions:
If time permits play Privacy Dodgeball - protect your digital footprint. The team works together to
protect that person's digital footprint
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